How Al Simplify Today’s Cyber Security Operations

Cyber security does matter to every organization
- Challenges to SMBs on handling cyber security

Cyber security risk mitigation strategies @é}) Workplace

Reinvent the Workstyle

- Bringing Al into cyber security operations T
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Top Concerns for CIO
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Rethink Cyber Security Strategy for the New Normal

Crime-as-a-service m
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Why Cyber Security

G A
Benefits Attention

Needed

New threats everyday
Tedious work tasks
Manual Operations
Mobility is risky
Costly Headcount
Time to Service

Risk Mitigation
Recovery Capability
Customer Privacy
Increase Productivity
Business Resiliency
Data Protection
Company Reputation
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Cyber Security Evolves with Cloud Adoption

In old days:

Cyber Security was well established
on-premises and in data centers by
firewalls or end point security
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Nowadays:

Cyber Security evolves into complex environment due to
different attack vectors coming from the internet
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Mobile g Cybersecurity becomes
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Three Critical Concerns on Cyber Security Protection

Security Solution Security Security
Investment Expertise Intelligence
L
FUJIFILM BI HK leverages FUJIFILM Bl HK's SOC Security Al Service provides
enterprise security offers continuous Threat Hunting, Detection
solutions to provide the services on cyber & Response to the cyber
Security Al Service in a security monitoring security issues

subscription model
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Mitigating Your Risk with New Business Model

A subscription service for Hunting, Detection & Response to the cyber security
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Security threats like Ransomware g _&_ D g _&_ D

can be detected in early stage
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Powerful Features of New Cyber Security Tool

FUJIFILM BI HK 1. Versatile Al base & ‘
Service Operation Centre solution focused on &
prevention ﬂ é% é%
@’ & &
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ﬁ 2. Eliminate all false ‘
alarms or review Thregt Threat' Threat
o Hunting Detection Response
sea volume of

event logs

3. Crystal clear & ‘ /
o

visibility of security
operation and
management
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Continuously Support with Security Expertise

Talent’s turnover Maintain highest

management reputation
Continuous knowledge Partner trust
skill up establishment
FUJIFILM Bl HK
Tedious security Security Al Predictable Opex for
operation managed service

Prevent data loss ' ‘ Mitigate security risk
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Modern Security Operation Trend

From human to Al, from reactive to pro-active

PRO-ACTIVE
 Al-enabled
« Detect abnormal behaviors
» Discover hidden threats

D Security
Before Operation

REACTIVE
« Manual operation
« Based on system logs
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