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The App Defense Alliance: Bringing the security industry
together to fight bad apps

November 6, 2019

The App Defense Alliance is a collaboration between Google, ESET, Lookout, and Zimperium. The App Defense Alliance was created to ensure
the safety of the Google Play Store. Tegether with cur partners we aim te quickly find Patentially Harmful Applications (PHAs)
and take the appropriate action to protect users

Partners of the App Defense Alliance can send a request to the Google Play Protect scanner service to have an app analyzed. The GPP scanner service then sends back the scan results directly to the
partner. This direct communication also allows GPP to send requests to partner's scanner services and receive results from the partner's scanning engines. This will generate new app risk intelligence as

.
Ap p Defense All lance apps are being queued to publish. Partners will analyze that dataset and act as another, vital set of eyes prior to an app going live an the Play Store.

Our Partners

All of our partners work in the world of endpoint protection, and offer specific products to protect mobile devices and the mobile ecosystem. They use a combination of machine
learning and static/dynamic analysis to detect bad apps in the wild. Then, they analyze these apps 1o understand what makes them harmful to users, and ultimately protect

Posted by Dave Kleidermacher, VP, Android Security & Privacy individuals and organizations against those threats.

Fighting against bad actors in the ecosystem is a top priority for Google, but we know
there are others doing great work to find and protect against attacks. Our research

partners in the mobile security world have built successful teams and technology, - .
ENJOY SAFER z
recinoLocT- @ LOOkOUt ?MQIBMTEEAB}IEEQQ

helping us in the fight. Today, we're excited to take this collaboration to the next level,

announcing a partnership between Googlti ESET, Lockout, and Zimperiumllt's called
Source : https://developers.google.com/android/play-protect/app-defense-alliance

Source : https://security.googleblog.com/2019/11/the-app-defense-alliance-bringing.html

the App Defense Alliance and together, we're working to stop bad apps befaore they

reach users’ devices.
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