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Basic information
Described below are the purpose, and 
scope of this report.

Purpose of this report
The purpose of this report is to explain 
Fujifilm Group's effort in information 
security to gain stakeholders'1) trust in 
our business. This report contains con-
tent that we determined appropriate to 
disclose to stakeholders without affecting 
information security.

Scope of this report
Organizations covered by this report are 
those in the Fujifilm Group (FUJIFILM 
Holdings and its consolidated compa-
nies: all companies hereafter.)  Group 
companies are listed in the following 
URL:
https://holdings.FUJIFILM.com/ja/about/
group

Please note that this report is mainly 
based on measures taken in Japan and 
some measures are only implemented in 
Japan.

Contact (department account-
able for this report)
Postal code: 107-0052 
Akasaka 9-7-3, Minato-ku, Tokyo 
FUJIFILM Holdings Corporation 
ESG Division 
Compliance&Risk Management Group
TEL: 03-6271-2069

1)  In this report, "stakeholders" refers to 
customers, employees, partner companies, 
shareholders, community residents, and 
other interested parties.

Date of publication
September 2022

Information Security Policy
The Fujifilm Group establishes the Information Security Policy towards the mainte-
nance and improvement of Information Security as one of critical issues in business 
activities in order to continue to be a reliable corporation under our open, fair and clear 
corporate culture, and to fulfill our social responsibility.

1. Preparation and observance of information security rules
We prepare documents such as regulations and guidelines and ensure that they are 
fully complied with to follow this Policy, as well as to comply with all applicable laws, 
and regulations enforced in the regions in which we conduct business.

2.  Establishment of information security management organiza-
tion

We clearly define the organization structure and responsibilities to implement informa-
tion security measures appropriately and reliably. Under our information security 
management organization, we, as a member of society, appropriately provide informa-
tion and actively collect information from external information security organizations.

3. Information security education
We endeavor to raise awareness through enlightenment, education and training to 
implement information security measures appropriately and reliably.

4. Continuous improvement of information security measures
We review various measures as necessary for continuous improvement based on risk 
assessments to respond to changes in legal or regulatory requirements and new 
information security risks such as cyberattacks, We also maintain and improve supply 
chain security of business partners and other parties. 

5. Maintenance and protection of information assets
We protect critical information including customer information, information of business 
partners, and company technical information from threats of leakage, falsification, and 
loss by observing our code of conduct. We endeavor to ensure information security of 
our products and services to protect customer information. In case of a security inci-
dent, we will minimize the impact by a prompt initial response such as the prevention 
of damage propagation, and taking recurrence prevention measures. 

6. Compliance with laws and regulations
We comply with information-security-related laws and regulations enforced in the 
regions in which we conduct business, as well as contracts with customers and busi-
ness partners.
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Top message

The Fujifilm Group conducts a wide range of business in 
four business fields—healthcare, materials, business 
innovation, and imaging, in which the Group aims to 
solve social issues through business activities by pro-
viding socially beneficial best-quality products and 
services backed by its unique advanced technologies.

In 2021, the Fujifilm Group has formulated the DX 
Vision, to continue to take on the challenge of solving 
social issues and promise to provide better products 
and services by further promoting digital transforma-
tion (DX). 
For example, in recent years, as a countermeasure 
against the new coronavirus infectious disease, we 
have developed products and services that utilize 
digital technology, such as the development of diag-
nostic support technology using AI in the healthcare 
field and the provision of remote access services (tele-
work support) in the business innovation field. 

To solve social problems utilizing digital technologies, 
robust information security is essential. Also in recent 
years, threats of cyberattacks and the importance of 
information security has increased due to various 
backgrounds such as the heightened geopolitical ten-
sions and the shift to telework. In these circumstances, 
we consider information security as a highly important 
management agenda that is directly linked to corporate 
value, and we are taking various information security 
measures, such as, further strengthening of internal 
security governance and developing products and 
services to deliver safety and security to our customers.

In particular, we are strengthening measures against 
cyberattacks by organizing and operating a FUJIFILM 
CERT—The CERT is a corporate cybersecurity organiza-
tion that serves as a Computer Security Incident Re-
sponse Team (CSIRT). Additionally, the Fujifilm Group 
has implemented a Global Security Operation Center 
(SOC) to strengthen the monitoring of cyberattacks to 
protect against threat actor activities, both internal and 
external, taking global measures to minimize damage 

through early detection of incidents. We are focused on 
strengthening our policies and procedures to ensure 
the handling information is in accordance with regula-
tions and industry expectations -to protect our impor-
tant corporate information and the information en-
trusted by customers. The Group is implementing 
measures to protect information from internal/external 
threats, such as inventorying corporate information and 
encrypting documents to protect them against infor-
mation theft or loss. Our information security efforts 
are not limited to the Group. We will strengthen the 
entire supply chain including suppliers and customers.

Security management for products will also be 
strengthened. We are working to provide secure prod-
ucts to customers by building a framework so that 
information security measures are considered in the 
planning and designing phases of products and any 
security issues found after commercialization are 
promptly reported to internal/external stakeholders.

The Fujifilm Group will continue to solve social issues 
through business activities, and strengthen information 
security, which is the basis of business activities. This 
report introduces our new information security mea-
sures being taken to adapt to global demands that are 
changing. We hope that this report will be of some help 
to you.

The Fujifilm Group is committed to solve social issues through business activities, 
as well as strengthening information security, which is the basis of business 
activities.

Teiichi Goto
President and Chief Executive Officer
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1. Information security governance

The Fujifilm Group conducts group business under the leadership 
of the holding company, FUJIFILM Holdings Corporation, and 
consists of operating companies, which are FUJIFILM Corporation 
and FUJIFILM Business Innovation Corporation (FUJIFILM BI, 
hereafter), as well as other companies including affiliated compa-
nies. (For details, see “Overview of the Fujifilm Group” on page 
19.)
The Fujifilm Group implements various information security 
activities to allow our customers to use our products and services 
at rest. This section describes Fujifilm Group’s policy and gover-
nance of information security.

Fujifilm Group’s policy of information security
The Fujifilm Group considers ESG (Environment, Society, and 
Governance) an important agenda in business, and we conduct 
information security activities as an important element of ESG.
Historically, the Fujifilm Group business operations were mainly in 
imaging with the silver halide photography and documentation 
with xerography. We now have significantly reformed our busi-
ness, achieving the major sales volume in the healthcare field that 
includes medical systems, contract manufacturing of biomedical 
products and the business innovation domain that focuses in 
IT-enabled solution services.
This business reform increased our opportunities to keep and 
process important customer information in addition to our 
technical information, which is elevating the importance of 
information security.
Also, the strengthening of global information security governance 
is required due to our business globalization and sales increase 
around the world.

Organization for ensuring information security
Fujifilm Group has a dedicated Corporate Information Security 
Governance Organization led by the officer responsible for the 
ESG Division of FUJIFILM Holdings (the ESG Division, hereafter) 
and the Corporate ICT Security Control Organization led by the 
officer responsible for the ICT Strategy Division of FUJIFILM 
Holdings (the ICT Division, hereafter). (The Corporate Information 
Security Governance Organization and the Corporate ICT Security 
Organization are referred to collectively by “Corporate Informa-
tion Security Organization.”).
Corporate Information Security Organization has qualified 
professionals such as Registered Information Security Special-
ists and Certified Information Systems Security Professionals 
(CISSP) who reduce risks by taking remediation and mitigation 
measures against external and internal cybersecurity threats, as 
well as by responding to information security laws such as 
Personal Information Protection Law.
For information security governance, we not only conduct infor-
mation security management based on ISO27001 (ISMS), but 
also are strengthening cybersecurity management in Identify, 
Protect, Detect, Respond, and Recover phases by implementing 
global standards such as NIST Cybersecurity Framework and 
NIST SP800-171 into regulations and other management mech-
anisms.
As part of our cybersecurity measures, our Computer Security 
Incident Response Team (CSIRT), named FUJIFILM CERT has 
been implemented to be prepared for risks of attacks on com-
pany IT infrastructures, products, services, and factory informa-
tion systems.

*For details of FUJIFILM CERT see on page 6.

Information security structure

FUJIFILM Holdings information security organization

President

Japan United States Asia ChinaEurope

Corporate Information Security Organization

Corporate Information  
Security Governance Organization Corporate ICT Security Organization 

FUJIFILM CERT

Chief Information Security Officers

Corporate ICT Security OfficerCorporate Information Security Governance Officer

Information Security organization 



5

Response to information security incidents
The Fujifilm Group endeavors to prevent incidents through 
various management measures, such as, the implementation of 
information security rules. Notwithstanding the best preventive 
measures, we cannot assume that information security incidents 
will not occur.
For this purpose, we set a central contact point that receives 
incident reports including information security incidents and 
cyberattacks.
If an information security incident such as a cyberattack or a 
suspicious situation is found at a company/organization or 
regional CSIRTs of the Group, the person in charge of the depart-
ment that found it will respond. In addition, it is promptly report-
ed to the Corporate Information Security Organization.
The information is shared by organizations to ensures awareness 
of the initial response, minimize the overall impact, and consider 
and take recurrence prevention measures.
Incident information is reported to the ESG Committee and 
Board of Directors. In the event of an urgent and serious incident, 
it is promptly reported to the President and Chief  Information 
Security Officer. The Total Risk Management Committee chaired 
by the President is organized as a subcommittee of the ESG 
Committee to take measures for minimizing damage.

System of information security rules
The Fujifilm Group has established group common rules of 
information security from various viewpoints, including the 
categorization of information confidentiality, compliance, and 
information ethics.
To be more specific, the group common rules consist of a basic 
policy ( group common principles of information security prac-

tices), internal regulations (basic rules), guidelines(specific 
management measures), and procedures and procedures.
Our policies, guidelines and procedures are periodically reviewed 
and updated to respond to changes in laws, regulations and 
industry threat conditions.

Board of Directors

ESG Committee (Chairperson:President)

Report

Report

Report

Report

Report

Report

Group companies/organizations Regional CSIRT

Corporate Information Security Organization

FUJIFILM CERT / Incident Reporting System

Corporate Information 
 Security Governance 

Organization

Corporate ICT
Security 

Organization

Internal 
regulations

Policy

Guidelines

Manuals and 
Procedures

- Global information security regulations
- Global classified information management regulations
- Global personal information protection regulations

…

- Information Security Policy

Information security guidelines
- Basics&Conduct
- Information system

…

- Personal information protection handbook

…

Corporate Information Security Officers

Corporate 
Information Security 
Governance Officer

Corporate 
 ICT Security Officer
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2. Cybersecurity

Organization of FUJIFILM CERT

FUJIFILM CERT
Coordination of incident responses

PSIRT
Quality assurance department

Activities for the maintenance of 
integrity, including vulnerability 

responses for products and services

FSIRT
Production control department

Activities for the maintenance 
of availability, including malware 
countermeasures for production 

infrastructures

DSIRT
Business department and IT 

infrastructure control department
Activities for the maintenance 

of confidentiality, including 
countermeasures to infomation leakage 

for different services

FUJIFILM SOC
Detection of incidents

Top Management

Information sharing and 
cooperation

FIRST
Nippon CSIRT Association

JPCERT/CC
National Center of Incident 
Readiness and Strategy for 

Cybersecurity

Fujifilm Group activities to respond to cyber-
attacks
With products and services provided in Japan and other countries 
around the world, the Fujifilm Group considers cyberattack 
response as important global business agenda. In order to 
provide products and services to customers safely and continue 
business stability, the Fujifilm Group organizes and operates a 
FUJIFILM CERT that functions as the Computer Security Incident 
Response Team (CSIRT). The CERT, which is a dedicated cyberse-
curity organization responsible for the early detection of cyberat-
tacks and the minimization of damage in case of cyberattacks.

FUJIFILM CERT – Consolidation and reinforce-
ment of conventional CSIRT functions
The Fujifilm Group organized and has been operating a Fuji Xerox 
CERT (established in 2013) as the CERT function of FUJIFILM 
Business Innovation Corporation, and FF-CSIRT (established in 
2016) as the CERT function of FUJIFILM Corporation.
From April 2021, these CSIRT functions were consolidated in 
FUJIFILM Holdings Corporation and the Group conducts activities 
through FUJIFILM CERT with the strengthened coverage of the 
entire Fujifilm Group.

Organization of FUJIFILM CERT
FUJIFILM CERT operates as a virtual team that encompasses 
affiliate companies and organizations of the Fujifilm Group. 
FUJIFILM CERT has its secretariat in the Corporate Information 
Security Organization of FUJIFILM Holdings Corporation, and 
oversees the cooperated activities of PSIRT (Product SIRT, quality 
assurance control department), FSIRT (Factory SIRT, product 
control department), and DSIRT (Digital service SIRT, department 
controlling customer services and IT infrastructure), which control 
respective activities of Fujifilm Group companies (including those 
in overseas locations).
FUJIFILM CERT also cooperates with FUJIFILM SOC (Security 
Operation Center), which monitors IT infrastructures of the entire 
Fujifilm Group for cyberattacks and internal suspicious behaviors, 
to detect and respond to incidents at an early stage.
In addition to the internal contact point for incidents, FUJIFILM 
CERT has an external contact point (indicated below) to receive 
vulnerability and threat information from external security 
institutions and well-intentioned whistle-blowers.
Contact point: FUJIFILM-cert@FUJIFILM.com (FUJIFILM CERT)
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Activities of FUJIFILM CERT
FUJIFILM CERT provides activities listed below to all affiliate 
companies of the Fujifilm Group.

FUJIFILM CERT uses Security Incident Management Maturity 
Model (SIM3), which is the CSIRT evaluation index and maturity 
evaluation model, to assess its activities regularly for continued 
improvement.

Collaboration with external security institutions
FUJIFILM CERT is conducting its activities as a member of the 
following external security institutions.
FIRST
Forum of Incident Response and Security Teams (FIRST) is the 
international CSIRT community with members of companies and 
organizations around the world. To drive global operational 
presence, FUJIFILM CERT joined FIRST in 2015 to build global 
trust relationship with different CSIRTs for smooth information 
sharing and collaboration.
Nippon CSIRT Association
Nippon CSIRT Association (Nippon Computer Security Incident 
Response Team Association) is a CSIRT community with over 400 
members of domestic companies and organizations. As an 
administrative member of the association, FUJIFILM CERT is now 

actively promoting and contributing to association activities (such 
as the working group for cyber exercises).
Cybersecurity Council
The Cybersecurity Council was established in response to The 
Basic Act on Cybersecurity, and is operated by the National 
Center of Incident Readiness and Strategy for Cybersecurity 
(NISC) and the JPCERT Coordination Center (JPCERT/CC).

Activities of FUJIFILM CERT

Category Activity overview

Threat intelligence ● Cybersecurity assessment (threat and risk analysis based on the investigation of the 
company network configuration, websites for public access, and the usage condition 
of external cloud infrastructures) of the entire Fujifilm Group

● Collection and analysis of threat information from external sources (Cybersecurity 
Council, JPCERT/CC, FIRST, etc.) and FUJIFILM SOC

Incident handling ● Definition of the escalation structure in the event of computer security incidents, and 
support for incident response

● Prevention of suspicious activities such as taking information outside without 
permission in cooperation with FUJIFILM SOC monitoring.

Vulnerability handling ● Response to information security vulnerabilities in products and services provided by 
the Fujifilm Group (registration product developers to JPCERT/CC, and response 
based on the information security early-warning partnership led by PSIRT)

● Investigation of impact on the business IT infrastructure based on threat and vulner-
ability information, and taking actions

Preventive actions ● Strengthening of the security of the production site network (FSIRT)
● Vulnerability assessment of public access websites (PSIRT and DSIRT)
● Operation of secure disign and development process (PSIRT)
● Security measures for all cloud services (DSIRT)

Enlightenment, education, and training ● Issuance of FUJIFILM CERT activity reports (every half year)
● Training of all employees on the handling of targeted email attacks
● Cyber exercises for CSIRT and administrators of public access websites
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1. Security of medical products

1. Cyber risks of medical systems
Vulnerabilities of medical instruments have attracted attention by 
a hacking experiment conducted in 2011, targeting an insulin 
pump, which indicated the possibility of attacks that are vital to 
patients.
Many information security incidents actually happened through 
Information leakage caused by setting and operation errors and 
unauthorized data taking out of office. But in recent years, there 
are increasing cases caused by external cyberattacks. Among 
those, ransomware is posing a major threat. Threats of ransom-
ware are getting serious with the recent increase of information 
breaches in which attackers threaten victims to reveal stolen data 
if ransom is not paid.

Some medical institutions attacked by ransomware became 
unable to use medical systems, which delayed medical treat-
ments and tests or forced them to transfer patients to other 
medical institutions.  In some cases it has taken several months 
to restore the affected system and the recovery cost is enormous.
Medical systems that run on a general OS (Operating Systems) 
such as Windows are more likely to be targeted. For such sys-
tems, it is important to apply security patches published by OS 
vendors in a timely manner. Vulnerabilities of communication 
devices, such as VPN devices, are also prone to attacks, so 
vulnerabilities should be remediated as soon as they are found.

While expanding business globally, the Fujifilm Group is providing secure products and services in its business 
domains observing laws and regulations of individual countries. Here are two representative examples of such 
efforts.

2. Regulatory trend of medical instrument cybersecurity
The Food and Drug Administration (FDA) of the United States is 
actively taking measures against medical instrument cybersecu-
rity. In consideration of the long-term use of medical instruments, 
the guidance issued by the FDA requires the implementation of 
necessary security measures in the design and development 
phases, as well as, the continued after-sales monitoring of instru-
ments and the provision of necessary corrective actions.
In Japan, Ministry of Health, Labor and Welfare issued a notice 
and a concrete guidance for the cybersecurity of medical instru-
ments.
These notices and guidance require proper risk management of 
medical instrument against cyber risks, and require the product 
defect information related to after-sales cyber risks as the safety 
information indicated in the GVP ministry (ordinance1).
In March 2020, International Medical Device Regulators Forum 
(IMDRF), which operates with the purpose of coordinating medi-
cal instrument regulations of different countries, published 
Principles and Practices for Medical Device Cybersecurity. This 
guidance mentions the importance of timely information sharing 
among stakeholders, including the government, medical instru-
ment vendors, medical institutions, and medical service workers. 
The publication describes points to consider as best practices 
before and after sales.

Points to consider before sales
The architecture design which considers security, risk analysis, 
security test, risk management plan throughout the product life 
cycle, labeling and security documentation for users, and the 
document for application to regulating authorities.

Points to consider after sales
Operation of medical instruments in the intended environ-
ments, information sharing among related parties, cooperative 
disclosure of vulnerability information, vulnerability counter-
measures, and incident response.

Regulating authorities around the world are preparing guidelines 
for introducing IMDRF guideline to their countries. In Japan, the 
Ministry of Health, Labor and Welfare announced that they will 
adopt the IMDRF guidance into the medical instrument regula-
tions based on the Pharmaceutical and Medical Devices Act *, 
aiming for the start of full operation in 2023.

*Pharmaceutical and Medical Devices Act (Act on Securing Quality, Efficacy 
and Safety of Products Including Pharmaceuticals and Medical Devices).

1) GVP ordinance (Ordinance of safety standards of after-production-and 
sales safety control of products including drugs, quasi-drugs, cosmetics, 
medical instruments, and regenerative medicine): Defines matters related 
to the quality, effectiveness, and safety of drugs and other products, as well 
as the collection of necessary information, the investigation of the 
information, and necessary actions based on the investigation result.

Information security of products and services

Examples of vulnerabilities and incidents of medical systems

2013 2014 2015 2016 2017 2018 2019 2020 2021

■ Hacking demonstration test of insulin pumps, pacemakers, and implanted cardioverter defibrillators ■ Demonstration test of AI that removes 
a cancer from and overlays a false 
cancer over a CT or MR image■ Hacking alarm for implanted devices such as pacemakers and cardioverter defibrillators (FDA)

● Increase of information leakage through fraudulent access from around 2014

● Increase of damage by ransomware from around 2016

● Worldwide cyberattacks by ransomware WannaCry

■ …Health system vulnerabilities
● …Incident trends
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Organization cooperation led by PSIRT

3. FUJIFILM effort for medical instrument security
FUJIFILM launched Product Security Incident Response Teams 
(PSIRT) in April 2019 to respond to required strengthening of 
security regulations by regulating authorities of different coun-
tries and ensure the security of medical products and services 
provided to customers.
PSIRT plays the following four major roles:
(1)  Promotion of responses to laws, regulations, and standards of 

different countries
(2) Promotion of response to product vulnerabilities
(3)  Promotion of responses to product information security 

incidents

(4) Information disclosure to external parties
After establishment, PSIRT progressively expanded its scope of 
activities including the amendment of product vulnerabilities and 
information disclosure to external parties, and has been defining 
and introducing Standard Operation Procedures  (SOP) neces-
sary to fulfill the requirements of standards, laws, regulations of 
different countries. Today, PSIRT continues to be prepared for the 
latest regulation trends and improve processes.

Main tasks of PSIRT and security management processes of FUJIFILM's medical instruments

Security risk management process

1 2 3 4 5 6 7

Training
Creating Standard 
Operation 
Procedures (SOP) 
of Development 
departments and 
management and 
basic training

Requirements
Preparation of 
security requirements
Risk evaluation of 
security and privacy

Design
Definition of design 
requirements
Vulnerability analysis 
by threat modeling 
and preparation of 
countermeasures

Implementation
Detection and 
elimination of 
insecure functions and 
structures by static 
analysis tools

Verification
Detection of 
vulnerabilities by 
dynamic analysis 
tools and measures 
for vulnerabilities

Release
Preparation of a 
vulnerability/incident 
response plan
Registration to SBOM

Response
Response to vulnerabilities 
and incidents
Automatic finding of 
vulnerability information
Information disclosure of 
product information security

Product security information is disclosed at the official site.
https://www.FUJIFILM.com/jp/ja/healthcare/security-information (JAPANESE ONLY)

Role (1) Support and alignment with laws, regulations, and standards of different countries
Trend monitoring of technologies of product information security measures, as well as, related standards, laws, and regulations in Japan and
overseas; and information provision to planning departments and Development departments.
Preparation and education of Development departments and management processes (SOP) in order to respond to standards, laws, and 
regulations.
Research of risk evaluation methods, and the evaluation, selection, and introduction of tools for vulnerability analysis, security test, and other 
purposes.

Role (2) Support and remediation of product vulnerabilities
Getting vulnerability information from industry information sites such as JPCERT/CC, evaluating the severity of vulnerabilities, 
identifying products and vulnerabilities of concern by comparing vulnerability information with SBOM (Software Bill Of 
Materials) of different products, and instructing product Development departments to consider remediation and mitigation 
activities.

Role (3) Support and corrective actions on product information security incidents
Taking measures on products affected by information security incidents, including personal data exfiltration (loss).
Cooperation and information sharing with the group risk control department, as well as, with group companies and affiliate companies.

Role (4)  Information disclosure to external parties
Disclosure of product information security policies, vulnerability information related products, and status of vulnerability responses.

PSIRT

Development departments Group risk control department

Preparation/Implementation of SOP, 
information sharing

Reporting, request for support, and information 
sharing

Cooperation
Information 
sharing

Business departments

Quality assurance QA

Regulations (RA)

Safety control GVP

Domestic affiliate companies
PSIRT

Overseas group companies
PSIRT

Quality assurance,Pharmaceutical affairs departments
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2. Security of multifunction machines

Multifunction machines are information devices that handle data, 
which are important assets of customers. As it is with electronic 
media, protection of customer data on paper is also an important 
agenda. With ever-increasing sophistication cyberattacks, we 
consider that it is important for customers’ business continuity to 
promptly detect suspicious access to customer data and multi-
function machines to help with corrective actions and restoration.
In order to solve customers’ security issues, FUJIFILM BI develops 
products putting emphasis on security measures, such as the 
provision of different security functions, vulnerability evaluation 
and measures, and the acquisition of security certifications of 
external certification authorities.

Compliance with NIST SP800-171 and acquisition 
of compliance grade AAAis
In the United States, SP800-171 prepared by National Institute 
of Standards and Technology (NIST) is applied as the security 
guideline to defense and government procurement, and the 
scope of the application of this guideline is expanding into 
industries including the automobile industry. Japanese govern-
ment is also considering the introduction of guidelines for pro-
curement in defense and other fields.
The traditional conventional standard of security measures is ISO/
IEC 27001, which was prepared from the standpoint of identifi-
cation and protection as intrusion preventive measures.
On the other hand, NIST SP800-171 requires, in addition to 
identification and protection, security measures of detection, 
action, and recovery, which are measures taken after a cyberat-
tack incident happened.
FUJIFILM BI has been working to conform to NIST SP800-171 for 
multifunction machines. As a result, digital color multifunction 
printer series (Apeos Port), which started to be sold in August 
2020, acquired the highest rank AAA per evaluation by an infor-
mation security rating company.

Antivirus measures of multifunction machines
The following functions are prepared for the threats of intrusion 
and damage of multifunction machine software caused by 
viruses that enter multifunction machines and unauthorized 
access made by vulnerability exploitation.
-  Function of intrusion prevention during operation: This func-

tion prevents intrusion and threats by whitelist-based moni-
toring of unauthorized access to multifunction machine 
software and the execution of suspicious applications.

-  Function of intrusion detection at startup: This function moni-
tors software unauthorized access when the multifunction 
machine is started. If any intrusion is detected, the startup 
process is stopped.

Early detection of security threats
Events such as security setting of a multifunction machine, 
change of the certificate, user login and logout, and job termina-
tion are sent to an external server on a real-time basis as audit 
logs from the multifunction machines. Connecting multifunction 
machines with a SIEM* product enables the central control and 
analysis of multifunction machine audit logs, and the early 
detection and analysis of the following security threat incidents 
become possible:
-  Suspicious Internal Activity: Execution of massive jobs at 

midnight or on holidays and unauthorized output of information 
by faxing or emailing a document to a prohibited destination

-  Attack from external parties: Unauthorized login to a multifunc-
tion machine, disabling a security function by a security setting 
change, etc.

*:  Security Information and Event Management (SIEM) is a security 
software product or service that accumulates and manages 
operation logs of devices and software at a central location for early 
detection and analysis of security threat incidents.

Security certifications of multifunction machines
To ensure the validity and reliability of the security functions of 
multifunction machines, FUJIFILM BI has acquired the certifica-
tion of international security standard ISO/IEC15408 (Common 
Criteria Certification), which satisfies the security requirement of 
digital multifunction machines: Protection Profile for Hardcopy 
Devices V1.0 (HCD PP v1.0). Also, multifunction machines of 
FUJIFILM BI have passed the BLI Security Validation Testing 
(Device Penetration) of Keypoint Intelligence based in the United 
States.

For more details of security functions, such as the protection of data in multifunction machines and the reduction of setting errors 
and operation errors, see “Security Measures of Digital Multifunction Machines” in the official site of FUJIFILM BI.
https://www.FUJIFILM.com/fb/product/multifunction/promotion/security_measure (JAPANAESE ONLY)

Identify Protect Detect Respond Recover

Five types of cybersecurity measures

Until now (information protection)

From now (business continuity)

ISO27001
(major security standard in Japan)

Before intrusion After intrusion
NIST SP800-171  

(security standard of the government 
of the United States)
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Security suggestions to customers

1. Solution of information security issues by 
FUJIFILM BI Cases for Customer Collaboration

FUJIFILM BI has acquired ISO27001 certification, the interna-
tional standard of information security management systems, 
and have adopted the concept of  NIST SP800-171 for the 
operation of company rules and implements information security 
activities. FUJIFILM BI has been accumulating a lot of technical 
knowledge, and issue management and problem resolution 
experienced through our support activities. Instead of using the 
knowledge only internally, we have organized it as FUJIFILM BI 
Cases for Customer Collaboration. This collaboration introduces 
proven directions for solving different issues of customers. With a 
menu of major issues that businesses may encounter in handling 

information security matters, we collaborate with customers to 
find the direction of solution through diagnostic interviews about 
the current status of their issues (of varied scopes and depths). 
The collaboration sessions are ideal for participation by manage-
ment executives responsible for information security.
We also established a permanent booth of information security in 
the Toyosu showroom. Hands-on experience of threats and 
concrete measures in the booth provides customers with ideas of 
how problems should be solved, such as the latest solutions and 
malware infection countermeasures against dynamically chang-
ing information security threats.

Overview of FUJIFILM BI Cases for Customer Collaboration

Security collaboration

Information security 
management

Cybersecurity response 
organization (CSIRT)

Business continuity
(BCP)

Cloud operation 
management

Customer

Current management status 
including policies and 

internal regulations

Decision on the scope and 
direction of solution

Hands-on experienceToyosu showroom

Introduction of Fujifilm BI cases Preparation for 
cyberattacks

Points in the preparation of 
information security policies

Safe introduction and 
operation management 

of cloud services

Bridge for Innovation Live Security Tokyo 
(information security of new era)

* Exhibition content may change.

Main features - Visual and hands-on experiences of security
- Hints of solutions for customer issues
- Latest security information

- Multi-point security solutions
- Ransomware infection experience corner
- Password cracking experience corner

Customer interview on issues and concerns
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2. SECURE DELIVER - cloud service that provides 
a safe and secure file transfer environment

Sender

- Virus check
- Encryption of transfer path (SSL)

- Transfer log audit
- Superior approval/audit
- Single sign-on (SSO)

The sender can cancel the file 
transfer before the file is 
downloaded by the receiver.

Manager

Receiver
The password is sent 
via a separate path.

With the rapid spread of teleworking from home offices, occa-
sions of transferring files are increasing. In such circumstances, 
there is growing interest in security measures for file transfer due 
to the announcement of the Minister of Digital Reform about the 
abandonment of the use of password-protected zip files and the 
recent trend of rejecting password-protected zip files for security 
reinforcement.

As a countermeasure for information loss through email attach-
ments, the Fujifilm Group uses SECURE DELIVER, a cloud service 
provided by a group company, to prevent unauthorized access 
and loss of information.

About SECURE DELIVER - cloud service provided by FUJIFILM Imaging Systems
SECURE DELIVER is a cloud service that enables safe and secure 
file transfer over the Internet between businesses. Transferred 
files are encrypted when transferred over the Internet, without 
the user being conscious of the encryption and without the need 
for zipping files and protecting them with passwords. 

Stronger information loss prevention is possible for important 
data through central management of login accounts by single 
sign-on (SSO) and the superior approval function (that suspends 
file transfer until the acknowledgment/approval of the superior).

For customers to use SECURE DELIVER at rest
FUJIFILM Imaging Systems gives importance to security consid-
eration in order to allow customers to use the SECURE DELIVER 
services at rest. To prevent server downtime caused by the 
intervention of an overseas government due to terrorism or other 
causes, servers that store the important information of customers 
are installed in robust domestic data centers (tier 3 level). 

Also, to enable customers to properly compare, evaluate, and 
consider cloud services, we properly disclose information related 
to safety and reliability based on ASP/SaaS Information Disclo-
sure Certification System for Safety and Reliability promoted by 
Ministry of Internal Affairs and Communications for which we 
acquired certification.

Reason that email attachments are dangerous
● Information loss if an email is sent to a wrong destination.
● The attachment may be intercepted or the transmission path eavesdropped on.
● If a file is infected with a virus, a receiver of the file may also be infected.
● The password of the received attachment file may be cracked by a brute-force attack.

Advantage of SECURE DELIVER in security
● A file sent by mistake can be deleted to prevent it from being retrieved.
● Files cannot be stolen, even if emails are eavesdropped on, because files are not attached to emails.
● Transferred files are checked for viruses and file transfer can be stopped if a virus is detected.
● The number of password trials is limited, so cracking a password by a brute-force attack is difficult.

Operation of SECURE DELIVER
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1. Information security measures of the  
Fujifilm Group

Information security of the Fujifilm Group

Based on the idea of information security basic policies, the Fujifilm Group properly protects and controls information assets through 

various information security measures from the standpoint of human and organizational measures, physical measures, and technical 

measures.

Human and organizational measures
● Preparation of internal regulations and guidelines related to information 

security
● Delivery of a rule handbook and an educational material of incident cases
● Information security governance by information security administrators selected 

from different companies and departments
● Periodical training courses on information security and personal data protec-

tion
● Information security training courses for different layers of the organizational 

hierarchy, such as new employee training and manager training
● Prompt (initial) and thorough reporting of information security incidents
● Cybersecurity training
● Training on suspicious email handling

Physical measures
● Entry/Exit control by employee badges and electronical access cards (IC cards) 

at major business locations
● Securing of computers by wire locks
● Attaching straps on mobile phones and USB sticks
● Measures for high security areas (zoning, security cameras, prohibition and 

random checking of personal devices carried in)
● Locking control and key management of cabinets that store confidential 

documents

Technical measures
● Individual user account access control to servers and systems
● Collection of logs of computer operations made by employees
● Control and log management of data export to unregistered devices such as 

personal devices
● Measures against unauthorized communications (monitoring of transmission 

destined to a free address, monitoring of multifunction machine usage, and 
monitoring of cloud storage usage)

● Data erasure tool for taking computer out of the office (FUJIFILM BI)
● Smartphone usage control
● Monitoring of communication over the Internet (web access and exchange of 

emails)
● Encryption of the entire hard disk of a mobile computer
● Computer management tool for the monitoring of the proper usage of 

software
● Web content filtering to prevent access to malicious sites and sites of prohib-

ited categories
● IC card authentication conducted when printing out a document
● Embedding a copy prohibition code in confidential documents (paper)
● Monitoring and disconnection of unauthorized communication

Data export control to unregistered devices

Unregistered 
USB flash drive

Three aspects of information security measures
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2.Strengthening of Cybersecurity Measures

Cybersecurity strengthening action items and examples of measures
Phase Action item Examples of measures

Identify
Identification of 
important  
information

In order to identify and thoroughly protect the important information;
• Review the classification standards of information and the method of display.
• Notify the above review results to the employees.

Protect Prevention of 
information leakage

• Implement a storage that stores important information securely.
• Introduce IRM * to prevent important information from being viewed in case of theft.

Detect
Early detection

• Build a global framework for monitoring/handling abnormalities on a 24/7 basis.
• Introduce a solution (such as EDR *) to raise sensitivity to incidents.

Whistle-blowing • Build an emergency reporting framework that allows employees to report an emergency 
promptly at any time including night and holidays.

Respond

Emergency  
instruction/ 
response

• Use the disaster emergency report system, the P.A. System, and bulletin boards so that 
emergency instructions can be provided to employees without using computers.

Action meeting • In the event of a cyberattack, discuss measures in a meeting of the Total Risk Control 
Committee involving top management.

Investigation of 
impact and cause

• Determine a candidate vendor to enable prompt forensic analysis of computers and 
servers.

Report to relevant 
institutions

• For the compliance with the revised personal data Protection Law, determine relevant 
institutions including the Personal data Protection Commission to which incidents are to 
be reported.

Recover
Business continuity • For operations that may be seriously affected by system outage, consider alternative 

operation methods (BCP) that do not depend on computers.

Recovery • Determine systems to be recovered with priority, and ensure that important information 
is backed up in case that a system becomes non-operational.

*IRM… IRM (Information Rights Management): Software that encrypts documents and controls/restricts viewing and editing
*EDR…EDR (Endpoint Detection and Response): Security software that monitors computers and servers connected to the network to detect 

suspicious activities

In 2021, we experienced unauthorized access from an external 
party that caused temporary  interruption of information system. 
Upon the discovery of this incident, we organized a Total Risk 
Control Committee chaired by the President. An initial response 
and root cause investigation were made by an  incident response 
team, involving external experts.

We did not find any trace of information exfiltration. As part of 
the incident remedation and corrective action plan, we advanced 
the implementation of planned cybersecurity measures, reviewed 
issues in phases listed below, and strengthened measures against 
these issues. We will continue to strengthen those measures.

Global security monitoring
To prevent damage caused by increasingly advanced cyberat-
tacks, it is important not only to protect important information 
and systems, but also to detect signs of cyberattacks at an early 
stage and respond accordingly. To fulfill the three points on the 
right, we formulated FUJIFILM SOC (Security Operation Center) 
for security management and FUJIFILM CERT for response to 
security incidents, the two organizations covering the entire 
Fujifilm Group including group companies.

<Purposes of establishing FUJIFILM SOC organizations>
● Monitor the entire Fujifilm Group thoroughly.
● Detect a foretaste of a security incident at an early stage.
● Take a quick action to any incident to mitigate damage.
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To develop global business, we need to monitor the entire net-
work of Fujifilm Group for cyberattack. In 2021, we expanded the 
existing corporate SOC (Security Operation Center) to FUJIFILM 
SOC (see page 6) that covers group companies around the world 
on a 24/7 basis.

FUJIFILM SOC monitors anti-virus software products installed in 
different devices, AD management servers, and firewalls. In 2021, 
we introduced an EDR (Endpoint Detection and Response) 
product to expend the monitoring coverage to device activities, 
which cannot be covered by anti-virus software products. 
Prompted by an incident, the EDR product was introduced ahead 
of schedule covering over 100 thousand devices of the all group 

companies including computers and servers.

By combining these various types of monitoring and performing 
correlation analysis, it is possible to detect signs of cyberattacks 
at an early stage. In addition, we have established CSIRT organi-
zations in each region to promptly respond to incidents detected 
throughout the Fujifilm Group.

Regional CSIRT work together with FUJIFILM CERT, which over-
sees the entire company. Based on the alerts detected by FUJIF-
ILM SOC monitoring, regional CSIRT and FUJIFILM CERT will 
determine the degree of threat and scope of impact, prioritize 
response and take appropriate measures.

Activities to protect important information  
without fail
In addition to cybersecurity measures and security monitoring, we are 
also strengthening the management of company confidential informa-
tion, information entrusted by customers and suppliers, and personal 
data.
As shown on the right, we define four categories of information created 
internally and information entrusted by external parties based on 
importance. Documents used internally are marked by document 
categories, and the internal  rules stipulates that taking out the docu-
ment outside the company, copying, and external communications are 
made in accordance with these document categories.
A document that is critically important to the company (red frame in 
Figure 2) is subject to encryption and access control by IRM (Informa-
tion Rights Management) so that third parties cannot view it even if it 
is lost. Also, each organization of the Group determines and controls 
classification of important information by a ledger.

Figure 2  Document information categories in Fujifilm Group

(Shared among designated individuals)

Internal Use Only［Restrected］
(shared within a department or group)

Internal Use Only
 (shared widely within the Group)

Internal  
information

External  
information

FUJIFILM Third Party CriticalFUJIFILM Third Party CriticalFUJIFILM CriticalFUJIFILM Critical

FUJIFILM CERT 
incident response

FUJIFILM SOC 
security monitoring

Figure 1  Organization of security monitoring and incident response covering the entire network of Fujifilm Group

Japan

 CSIRT

China

 CSIRT

Asia

 CSIRT

Europe

 CSIRT

United States

 CSIRT
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3. Information security in cooperation with 
partner companies

The Fujifilm Group operates its business with the support of 
many partner companies (subcontractors) in product develop-
ment, company administrative work, and so forth. Because 
important information received from customers is handled by a 
partner company depending on the entrusted business, the 
Fujifilm Group strives to provide customers with the sense of 
safety and security as part of the quality of our service by ensur-

ing information security through close collaboration with partner 
companies. In the case when a partner company subcontracts a 
job to another company, the Fujifilm Group considers that our 
scope of control includes the sub-sub contractor.

Strengthening of partner company audit (FUJIFILM Business Innovation)
Triggered by an incident of extensive personal data exfiltration 
that happened in another company, FUJIFILM BI conducted 
investigation on jobs in which important information is entrusted 
to a party outside the group. The Group prepared and has been 
practicing a guideline for cases when important information of 
the company or a customer is entrusted to a partner company. 
The information security control organization, the quality assur-

ance department responsible for security, and  the procurement 
department worked together to revise the guideline for the 
reinforcement of the governance and streamlining of the process 
of selecting partners appropriate for individual projects, as well as 
for the correct execution of processes of investigation and 
making improvement requests.

When entrusting a job, FUJIFILM BI requests the partner com-
pany to respond to one of the three questionnaire sheets de-
pending on the entrusted business. Each questionnaire sheet  
contains questions on security conditions from the perspectives 
of organizational security measures, human-based security 
measures, physical security control measures, and technical 
security measures. The answers are collected to the procurement 
department for centralized management.

When the information provided includes personal data, FUJIFILM 
BI and the partner company exchange an agreement about 
information handling requirements, including control measures 
so that the partner company properly handles the information; 
observing laws and regulations and satisfying personal informa-
tion policies of the Fujifilm Group.

Process of strengthening control/supervision of partner companies

Example of security effort
Submission of a letter of commitment by the partner company 
employees in charge of the entrusted business

FUJIFILM BI receives a letter of commitment on proper use of informa-
tion, equipment, and other assets from non-employee workers and 
employees of partner companies (in charge of entrusted business). This 
letter of commitment aims for ensuring thorough and company-wide 
adhereance of security requirements, and consists of the following items:

1.  Prevention of information loss or theft as part of the confidentiality 
agreement

2.  Proper use of the facilities and equipment of the Fujifilm Group
3.  Proper protection of the Group assets including information assets
4.  Observance of the entry/exit control rule at Fujifilm Group business 

locations
5.  Proper use of the company network and company information 

systems
6. Proper use of electronic access card entry/exit permission

Our scope of control

Fujifilm Group Subcontractor Sub-sub contractorCustomer

Selection of a 
partner company1

Contract 
negotiation2

Preparation before start of 
entrusted business3Execution of 

entrusted business4

Completion of 
entrust business5

Audit report

Audit plan

Information security 
investigation sheet

Information security 
questionnaire sheet

Database of partner 
company evaluation
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4. Effort of personal data protection

1. Basic Policy
In the code of conduct, which defines how domestic and over-
seas employees should behave, the Fujifilm Group mentions the 
protection of personal data as part of respect for human rights. 
Each group company defines a privacy policy that contains the 
common content of the Fujifilm Group to handle personal data 
with the Group's common idea.
This policy is applied to the entire supply chain of the Fujifilm 
Group including suppliers and subcontractors. (For details of 
cooperation with subcontractors, see "Information security in 
cooperation with partner companies" on page 16.)

2. Organization structure for promotion
The Fujifilm Group is building and maintaining the organization 
structure for promoting the protection of personal data with the 
management leadership of the officer in charge of the ESG 
Division.
Decisions on Group policies and goals related to personal data 
are made by the ESG Committee chaired by the President of 
FUJIFILM Holdings, and the decisions are regularly reported from 
the ESG Committee to the board of directors. The board of 
directors is responsible for the supervision of Group compliance 
and risk management, and the responsibility includes the protec-
tion of personal data as one of the important issues. Thus, the 
effectiveness of the personal data protection is ensured. In the 
effort of the protection of personal data, the ESG Division is 
responsible for controlling the protection of personal data, 
disseminating decisions made by the ESG Committee on the 
policy or goal, surveys and grasps the enforcement and manage-
ment status, keeping the employees informed about internal 
regulations, and providing instructions and advices to the manag-
ers of departments that handle personal data.
With the recent rise of the awareness of the protection of per-
sonal data, the annual Group activity of risk identification and 
action planning considers the protection of personal data from 
the standpoint of risk management.
In addition, each Group company and organization assigned 
Personal Information Protection Manager who works to protect 
personal data.
The companies that have acquired ISMS/ Privacy Mark (see P.18) 
undergo periodic external audits in conjunction with their ISMS 
activities, and implement improvement activities based on the 
results of these audits.

3. Employee training
The Fujifilm Group considers that it is important that each em-
ployee has necessary knowledge and high awareness in everyday 
work that handle information, to prevent incidents and inappro-
priate acts in handling personal data. For this reason, the Group 
conducts an e-learning program of personal data protection for 
all employees every year. For companies that are often entrusted 
with a large amount of personal data(see page 18), Personal 
Information Protection Handbook is prepared and delivered to 

employees to educate them.
The Group pays special attention on the protection of personal 
data by defining a disciplinary punishment in office regulations 
for those who took out personal data out of office without 
approval, by sharing near-miss cases including those of other 
companies to raise awareness, and by conducting activities for 
detecting unauthorized take out of personal data outside the 
office.

4. Proper handling of personal data
The Fujifilm Group has established internal rules for the handling 
of personal data (the Global Personal Information Protection 
Regulations, The Personal Information Management Regulations, 
various guidelines, etc.) and Privacy Policies, and has implement-
ed appropriate safety management measures to protect the 
personal data held by the Group.
Every year, individual departments inventory the possessed 
personal data by a ledger system to make the list of the statuses 
of information handling, review and correct security management 
practices, and erase the personal data that need not to be 
retained. ESG Division audits the status of the inventory conduct-
ed by each department.
When asked by a government institution to provide information, 
we decide properly after reviewing the content of the request and 
applied laws.

5. Response for global compliance
We must continue to support and unfailingly observe laws and 
regulations on personal data protection around the world, includ-
ing General Data Protection Regulation (GDPR) of EU, that are 
rapidly prepared and reviewed in recent years.
While major tasks for this purpose are conducted by regional 
headquarters and local subsidiaries, the ESG Division is also 
grasping the status of the development and review of laws and 
regulations on personal data protection in various countries and 
confirming the activities for the various regional headquarters 
and local subsidiaries.

6.  Incidents and violations in handling of personal 
data

In FY2021, Fujifilm Group did not experience any serious inci-
dents related to personal data of customers and suppliers, such 
as information leakage and use in unintended purposes, that we 
decided should be disclosed due to directives by third parties or 
regulating authorities.
We also handle minor incidents as information security incidents 
and disclose the detail to the relevant individuals depending on 
the content of the incidents, conduct detailed cause analysis, and 
prepare and deploy recurrence prevention measures.
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Acquisition Status of ISO/IEC1540844) Certification
FUJIFILM BI and affiliate companies have been working to acquire the certification of ISO/IEC 15408 for products including multifunction 
machines and printers since 2007. The table below lists products that acquired certification in the period from December 2018 to March 
2022.

Model name Certification date

FUJIFILM Apeos C8180 / C7580 / C6580 
Models with functions of copying, printing, fax, scanning, and storage overwriting erasure

2021/7/8

FUJIFILM Apeos C7070 / C6570 / C5570 / C4570 / C3570 / C3070 / C2570 / C7070 GK / C6570 GK / C5570 GK / 
C4570 GK / C3570 GK / C3070 
GK Models with functions of copying, printing, fax, scanning, and storage overwriting erasure

2021/7/8

4) ISO/IEC15408: International security standard that verifies whether a product or system related to information technology is properly designed 
and the design is properly implemented from the standpoint of information security

Third party evaluation and certification

Third party evaluation and certification
The Fujifilm Group is actively working to obtain third-party evaluation and certification of information security.

Acquisition Status of the Privacy mark and ISMS in the Fujifilm Group April 2022
Certification Affiliate companies that have acquired certification

Privacy mark1) FUJIFILM Imaging Systems

FUJIFILM Imaging Protech

FUJIFILM Medical Solutions

FUJIFILM Techno Service

FUJIFILM Healthcare Systems

FUJIFILM Healthcare Laboratory

FUJIFILM Media Crest

FUJIFILM Medical

FUJIFILM System Service

ISMS2) FUJIFILM Medial Systems Business Div.3)

FUJIFILM Recording Media Products Div.3)

FUJIFILM Imaging Systems3)

FUJIFILM Imaging Protech3)

FUJIFILM Software3)

FUJIFILM Medical3)

FUJIFILM Wako Pure Chemical Industries3)

FUJIFILM Business Innovation

FUJIFILM Business Innovation Japan

FUJIFILM System Service

FUJIFILM Printing Systems

FUJIFILM Manufacturing 

FUJIFILM Service Creative

FUJIFILM Service Link

FUJIFILM Digital Solutions

FUJIFILM Business Equipment Shanghai

FUJIFILM Manufacturing Shenzhen

FUJIFILM Business Innovation Australia

FUJIFILM Business Innovation Asia Pacific

FUJIFILM Business Innovation New Zealand

FUJIFILM Business Innovation Malaysia Sdn Bnd

FUJIFILM Business Innovation Philippines

FUJIFILM Business Innovation Singapore

FUJIFILM Business Innovation China

FUJIFILM Eco-Manufacturing (Suzhou)

FUJIFILM Manufacturing Hai Phong

FUJIFILM Business Innovation Korea 

FUJIFILM Business Innovation Malaysia

FUJIFILM Business Innovation Thailand

FUJIFILM Business Innovation Taiwan

FUJIFILM Business Innovation Vietnam

FUJIFILM Business Innovation Hong Kong

FUJIFILM Data Management Solutions

1) Privacy mark: Mark given by JIPDEC to companies that properly handle personal information.
2)  ISMS: ISO/IEC27001 is the international standard of Information Security Management Systems (ISMS). ISMS refers to a management organization 

structure of information overall including personal information. 
For some group companies, the scope of certification is limited to the division or organizations. Please contact each company for details. 

3) Please see the organizations and the details to which ISO/IEC 27001 (JIS Q 27001)  is applied in “List of ISMS certified organizations” of  “ISMS 
Accreditation Center”. 
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Business fields

Healthcare Materials Business innovation Imaging

Providing a wide range of 
businesses in the fields of 
prevention, diagnosis and 
treatment as a total 
healthcare company

Various advanced materi-
als and graphic communi-
cation solutions

Products and solution 
services that bring about 
new changes in work 
styles, improving produc-
tivity and inspiring creativ-
ity

Various products and 
services related to photo-
graphs and videos from 
shooting to printing

Future plans of information security
The Fujifilm Group will continue working to strengthen information security with the following major activities:

Overview of the Fujifilm Group
Company name: FUJIFILM Holdings Corporation
Headquarters: Akasaka 9-7-3, Minato-ku, Tokyo (Tokyo Midtown)
Establishment: January 20, 1934
Organization of the Fujifilm Group

● Strengthening of governance by shifting from division-by-division responses to Group-wide measures led by the headquarters for information 
security of products and production sites

● Internal regulations and guidelines are periodically reviewed for the proper management of personal data and for the observance of laws and 
regulations of different countries

● Reinforcement of preventive measures of information leakage from employees and subcontractors due to internal frauds and human errors
● Continued education and training of information security throughout the Group and the fostering of highly-professional personnel, for Group-wide 

reinforcement of information security

Future plans

FUJIFILM Holdings Corporation

FUJIFILM Business  
Expert Corporation

FUJIFILM Systems 
Corporation

FUJIFILM Intellectual 
Property Research  

Co ., Ltd .

Holding company

Operating companies Shared service companies

100 % 100 % 100 % 100 % 100 %

FUJIFILM Corporation
FUJIFILM Business
Innovation Corp .

Subsidiaries Subsidiaries
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